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Abstract
In an era where digital finance has become an integral part of everyday life, the risks associated with cyber threats have escalated. The Indian Computer Emergency Response Team (CERT-In), established under the Information Technology Act, 2000, plays a pivotal role in protecting the nation's cyber infrastructure by responding promptly to security incidents. With online banking, digital transactions, and cryptocurrencies streamlining financial management, they have also paved the way for new forms of cybercrime, such as "digital arrest." The objective of this paper is to analyse the awareness about the increasing diversity of scams and to examine the impact of cyber scams on young adults and older individuals and it's prevention strategies. The data for this study was collected using primary data collection methods, specifically through the distribution of a questionnaire. The sampling technique employed was Simple Random Sampling. The study includes financial cyber threats such as credit card fraud (28.9%), identity theft (22.9%), and phishing (18.4%) were reported as the most common risks, underlining the urgent need for awareness across all user segments. Factor analysis further strengthened the understanding of cybercrime awareness dynamics. The KMO value of 0.779 and a significant Bartlett's Test confirmed the dataset's adequacy for factor analysis. The rotated component matrix pointed to three core dimensions—knowledge, behaviour, and policy—as the primary influencers of digital safety awareness. These findings emphasize the multifaceted nature of cybercrime literacy and the necessity for holistic education and preventive strategies tailored to different demographic and socio-economic groups. Overall, the study underscores the importance of increasing knowledge and proactive behaviour to combat cyber threats. It also emphasizes the critical role of policymakers, educational institutions, and organizations in enhancing cybersecurity awareness and practices. Future initiatives should focus on reinforcing digital literacy, security measures, and policy enforcement to create a safer digital environment.
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1. Introduction
Reports from early January 2026 highlight massive, ongoing losses. A 69-year-old businesswoman in South Delhi was duped of ₹6.9 crore, while an elderly couple was swindled of ₹14 crore after being kept under digital arrest for over two weeks. Established as the national agency for incident response under Section 70B of the Information Technology Act, 2000, the Indian Computer Emergency Response Team (CERT-In) plays an imperative role in safeguarding India's cyber landscape. Operating a 24x7 incident response Help Desk, CERT-In ensures timely responses to reported cybersecurity incidents. Managing personal finances has never been easier thanks to the growth of online banking, digital transactions, and cryptocurrencies in our increasingly digital world. A negative aspect of this convenience is the increased possibility of "digital arrest" for people.
Digital arrest refers to the unauthorised control or restriction of an individual's online identity and activities by cyber criminals. The scammers typically initiate contact via phone calls, video calls, or messages, claiming to be from legitimate law enforcement agencies such as the Central Bureau of Investigation (CBI) or other regulatory bodies The term "digital arrest" describes circumstances in which an individual's financial freedom is limited, suspended, or controlled as a result of actions taken online, such as a bank account being frozen, a digital asset being seized, or limitations put in place by governments or financial institutions.
Digital tools have simplified financial management, but they have drawbacks as well. Access to one's own money could be lost with just one mistake, whether it's a suspected fraud or an algorithmic error on a financial platform. Furthermore, the growing dependence on technology for managing money has brought about new threats, such as cyber theft, identity fraud, and even government sanctions. People should be mindful of the dangers that could lead to a form of "digital arrest," in which they lose control of their finances or experience financial consequences as a result of events beyond their direct control. Discussions about how to protect individual financial freedom in the digital age are being sparked by this growing concern.
1.1 Indian Cyber Crime Coordination Centre (I4C)
The Indian Cyber Crime Coordination Centre (I4C) is a pivotal government initiative established to combat cybercrime in India.
Launched in January 2020 under the Ministry of Home Affairs, I4C aims to provide a coordinated framework for law enforcement agencies to address cyber threats effectively.
With a budget of ₹415.86 crore, it encompasses several key components, including the National Cyber Crime Reporting Portal and the National Cyber Crime Threat Analytics Unit.
I4C facilitates public awareness campaigns and provides resources for citizens to report cybercrimes, enhancing overall cybersecurity in the country.
1.2 Government Initiatives to Enhance Cybersecurity Awareness
1. Cyber Crime Coordination Centre
The Indian Government has established the Indian Cyber Crime Coordination Centre (14C) to enhance the coordinated response of law enforcement agencies (LEAs) to cybercrimes. This initiative aims to provide a cohesive framework for addressing digital threats comprehensively. Concurrently, the National Cyber Crime Reporting Portal has been launched, enabling the public to report cybercrimes directly.
1. Citizen Financial Cyber Fraud Reporting and Management System
The Government launched the 'Citizen Financial Cyber Fraud Reporting and Management System' to facilitate the immediate reporting of financial frauds and prevent fund siphoning by fraudsters. A toll-free helpline number, '1930', has been operationalized to assist with lodging online cyber complaints, ensuring swift response and support for victims of cyber fraud.
1. Multifaceted awareness campaigns
The Central Government has implemented a multifaceted approach to enhance the response to cybercrimes comprehensively. This includes extensive awareness campaigns aimed at educating the public and stakeholders about cyber threats, issuing regular alerts and advisories to highlight emerging risks, conducting specialized capacity-building and training programs for law enforcement personnel, prosecutors, and judicial officers, and improving cyber forensic facilities to bolster investigative capabilities.
1. Digital Personal Data Protection Act: Protecting citizen rights
The Digital Personal Data Protection Act, 2023 upholds individuals' rights to safeguard their personal data, incorporating established principles for data protection. These principles include obtaining consent for lawful and transparent use of personal data, limiting its use to specified purposes, minimizing data collection to necessary levels, ensuring data accuracy and timely updates, restricting storage duration to the required period, implementing robust security measures, and enforcing accountability through penalties for breaches and data adjudication.
Additionally, the Act imposes stringent protections on personal data transfers, as exemplified by the Reserve Bank of India's directive under Section 10(2) and Section 18 of the Payment and Settlement Systems Act, 2007, mandating the storage of payment system data within India.
SCAM - A scam is a deceptive scheme where someone tries to trick you into giving them money, valuables, or personal information. Scams are a form of fraud. They are illegal and are considered a form of theft when they result in the loss of money or assets.
There are various types of scams that people may encounter, and they can range from simple tricks to more complex schemes. Here are some common types Phishing Scams, Online Shopping Scams, Investment Scams, Tech Support Scams, Lottery or Prize Scams, Rental Scams, Banking and Credit Card Scams and Rental Deposit Scams.
FRAUD - Fraud is the act of intentionally deceiving someone for personal or financial gain. It typically involves lying, misrepresenting facts, or withholding information to convince someone to part with money, property, or something of value. There are many forms of fraud, such as Credit Card Fraud, Insurance Fraud, Bank Fraud, Tax Fraud, and Securities Fraud.
2. Literature Review
1. F. Khan et al. (2025) This research paper tells that, India is rapidly revolutionizing the global digital landscape with initiatives like the Aadhaar-enabled payment system and the Agri market app. While digitization offers vast opportunities, concerns over data protection loom large. This paper examines India's digitization journey, focusing on unique identification, identity theft, and data security regulations. Through extensive literature review, the study underscores the escalating threat of identity theft and cybercrimes in India, emphasizing the urgent need for robust preventive measures. Employing both doctrinal and theoretical approaches, the paper aims to identify effective strategies for addressing the challenges posed by identity theft and enhancing data protection measures. Ultimately, the research advocates for comprehensive policies to safeguard Indian citizens and ensure a secure digital future.
2. Akta Mehta (2025) The BNS 2023 updates outdated legal definitions, providing clarity and specificity that reflect current realities. This modernization ensures that the law is equipped to handle emerging crimes, such as cyber offenses, while also enhancing protections for vulnerable groups. By prioritizing the rights and needs of victims, the legislation introduces significant reforms, such as victim compensation, support systems, and expedited trials for sensitive cases. This represents a crucial shift from the traditionally adversarial nature of the legal system to a more compassionate and inclusive model.
3. Biliavskyi et al. (2024) The paper characterizes the risks arising from the digitalization of the economy, and the results of the analysis show that the effective use of these factors can stimulate the competitiveness of financial institutions. Modern information technology requires innovative approaches to working with graphic materials and programming, the ability to work with video and photo editors, and basic copywriting skills. Data protection policy requires digital communication skills, as it allows the formation and implementation of content plans for social networks: tracking trends, developing algorithms and conducting analytics. The use of digital technologies in the financial sector of the economy is of key importance.
4. Bhargavi and Shivani (2024) Fraudulent phone calls are a growing concern that affects individuals as well as organizations worldwide. The main purpose of this paper is to detect and analyze fraud phone calls using artificial intelligence. For achieving this goal, RNN, support vector machine (SVM), algorithms are used. The approach achieved a high accuracy and precision. In future to achieved a high accuracy and precision Implementing block chain for storing call records can provide a tamper-proof and transparent system for tracking calls, thereby reducing the chances of fraud. Hence, it will be a good solution to detect and analyze fraud or malicious calls.
5.Button et al. (2024) This paper has explored the experience of older adults and largely telephone-based fraud. These include the significant number of attempted frauds this group experiences largely by telephone, which for a small minority occur on a daily and weekly basis. The study has also illustrated significant fears and concerns among a significant minority in this group which arise not just from victimisation, but attempted frauds.
6. Kovács and Terták (2024) The research in this paper intends to inform readers about cybercrime's principal risks and typical features. It reviews the primary reasons for the spread of cybercrime and the critical statistical data. It has introduced the types of personality that are the most exposed to financial risk/fraud appearing in cyberspace, while it has also categorised the main types of financial crimes. The main reason is that the regulatory environment is lagging behind the changes in the field of digital finances, while the criminals are often ahead of the regulatory environment and the authorities.
7. Naif Alatawi (2024) This study highlights the effectiveness of advanced machine learning models in detecting credit card fraud within IoT-driven environments. Our comparative analysis of Logistic Regression, Random Forest, Gradient Boosting Machine, and Multilayer Perceptron demonstrates that ensemble-based models, particularly Random Forest and Gradient Boosting Machine, deliver superior performance in identifying fraud lent transactions across various real-life scenarios.
8.Patil (2024) Cyber security issues and dangers are uniformly changeful and present serious risks to family, trades, and association. Complex and vital cyber countryside has existed presented on account of intensely evolution of science and the increasing relation of instruments and orders. As more schemes are enhanced, the attack surface expands, providing cybercriminals with more entrance points to exploit. This increases the risk of attacks on critical foundations, to a degree capacity grids, conveyance orders and healthcare networks.
9.Sankararaman G et.al (2024) This study underscores the critical importance of enhancing customer awareness regarding security issues and threats in digital banking. With the rapid evolution of fintech and digital banking services, it is imperative for customers to remain vigilant and informed about the threats related with electronic transactions. The study reveals that while a significant proportion of customers are aware of cyber security measures and best practices, there are still areas for improvement, particularly among certain demographic groups. The study highlights the need for Multi-factor authentication, robust customer support services, and proactive password hygiene practices are essential components of a comprehensive security framework.
10.Tanti (2024) Phishing is a growing security issue for both institutions and individuals. Although there are various mitigation techniques, proactive anti-phishing training is an important building block of any multi-level phishing defence strategy. In this paper, factors of phishing, phishing trends and prevention technique that effect of phishing. despite the various advanced capabilities that tools currently available in the anti-phishing domain offer, such tools only support a limited subset of the potential factors identified as necessary to yield the desired training effects.
11. Mamčenko et al. (2023) The problem of fraud Contactless Payments Fraud Detection Methods and is Society Prepared to Resist: a Case Study detection is still relevant, despite the information that is given through the media to people about fraud and how to avoid it, despite the systems that used, developed methods and modified algorithms, a topic that has not been fully analysed; there are certain uncertainties that prevent a proper assessment of the effectiveness of the proposed methods or solutions: lack of publicly available data and lack of conducted scientific research, i.e. most of the literature on the topic of credit card fraud detection focuses only on classification models.
12. Sirawongphatsara et al. (2023) This study has investigated the Chalad Ohn database, looking at 89,000 unlawful transactions in Thailand with average losses of less than 10 million THB. In the future, data from other trustworthy sources should also be taken into account, followed by in-depth research and investigation to enable regulators better understand the behaviour of online scams.
13. Gulyás and Gábor Kiss (2022) In Financial institutions are part of the critical infrastructure, currently they are essentials for the smooth operation of the global economy. n our current article we showed how the attack surface increased with the digitalization and the expansion of remote work. The paper also demonstrated how the intensity, the sophistication and organi tio n of the cyberattacks grew. We analysed the different type of attacks, with a special focus on the largescale attacks.
14. Kuzior et al. (2022) The research paper has revealed that the issue of cybercrime is being actively studied by the scientific community, which pays attention to macroeconomic problems, namely, its impact on macroeconomic stability, the country's capacity for innovation, and its image, as well as the growth of the shadow sector. Researchers also study the influence of information technology on business development, issues of business process re-engineering in the context of cloud-based technology implementation, conditions for increased cyber-risks and cybersecurity organization measures. The study of the information trends of user queries regarding cybercrimes and their predictions will make it possible to prevent mass cyberattacks, which are common in cyberwarfare and cyberterrorism at the state level.
3. Research Methodology
In this study Descriptive and Exploratory research design is used. The objective of this research is to analyse the awareness about the increasing diversity of scams and to examine the impact of cyber scams on young adults and older individuals and it's prevention strategies. Random Sampling approach is used to ensure that every individual in the population had an equal chance of being selected for participation, promoting fairness and minimizing selection bias. The data for this study is collected using primary data collection methods, specifically through the distribution of a questionnaire. The data for our project was collected by circulating a questionnaire in the form of a Google Form. The data collection period spanned from February 20 to March 27, 2025 allowing sufficient time for participants to respond. The sample size includes 201 individuals amongst which 45.8% are Male and 55.2% are Female respondents; belonging to (34.8%) people are from age group 20-25,(16.4%) are from 26-31,(19.9%) are from 32-37, (12.9%) are from 38-43 and (15.9%) are more than 43years. the occupations of each respondents out of which 31.3% respondents are students,4.4% are unemployed, 32.3% are employed, 22.9% are self-employed and 8% respondents are retired. 10.9% respondents are using digital banking services from less than 1 year, 24.4% are using these services from 1-2yrs, 37.3% are using these services from 2-5yrs, 22.4% respondents are using from more than 5yrs and 5% of respondents don't use digital banking services. The most common cyber security threat related to financial fraud ever faced by the respondents is Credit card fraud with 28.9%, Identity theft with 22.9%, Malware with 8%, Phishing with 18.4% and other frauds with 21.9%.
3.1 Theoretical Framework
INDEPENDENT VARIABLE DEPENDENT VARIABLE
4. Data Analysis and Interpretations
Kaiser-Meyer-Olkin (KMO) Test is a measure of how suited the data is for Factor Analysis. The value of KMO should not be less than 0.50 and in this case, the value is 0.779 which proves that the data collected is valid. The Barlett's Test of Sphericity is done to check for any null hypothesis and here the correlation matrix does not have an identity matrix because the significance value is less than 0.05. This means the factor analysis done will be useful for the data.
The idea of rotation is to reduce the number factors on which the variables under investigation have high loadings. Looking at the table, it can be seen that VAR06, VAR07 & VAR09 are substantially loaded on Component 1 while VAR10, VAR11, VAR16 are substantially loaded on Component 2. And, VAR05 & VAR13 are substantially loaded on Component 3 and at last VAR03 &VAR12 are loaded on Component 4. All the remaining variables are substantially loaded on Components. These factors can be used as variables for further analysis.
1. Conclusion
In an era where digital advancements shape our daily lives, the rise of cybercrimes poses a significant threat to individuals, businesses, and governments. The concept of "Digital Arrest" highlights the dark side of technology, emphasizing the urgent need for increased awareness and preventive measures against cyber threats. While technology offers convenience and connectivity, it also exposes users to cyber fraud, data breaches, identity theft, and other digital crimes.
Enhancing cybersecurity awareness through education, policies, and legal frameworks is crucial to mitigating these risks. Individuals must adopt responsible online behaviours, while organizations should implement robust security protocols. Additionally, law enforcement agencies must stay ahead of cybercriminals by employing advanced technologies and international cooperation.
Ultimately, combating cybercrimes requires a collective effort from society. By fostering digital literacy and ethical online practices, we can create a safer digital environment and ensure that technology remains a force for progress rather than exploitation.
The analysis conducted through KMO and Bartlett's Test confirms that the dataset is suitable for factor analysis, with a KMO value of 0.779 and a significant Bartlett's Test result. The communalities indicate strong variable extraction, ensuring reliable factor identification. The Total Variance Explained highlights that the first three factors account for a significant portion of the variance, reinforcing their importance in understanding awareness towards cybercrimes.
The factor analysis successfully categorized the 17 statements into five constructs: Information of Cybercrime Types and Ways, Knowledge of Preventive Measures, Awareness of Cybercrime Consequences, Behaviour and Precautionary Actions, and Responsibility of Policymakers, Education, and Organizations. These constructs provide a comprehensive framework to assess cybercrime awareness and preventive actions.
Overall, the study underscores the importance of increasing knowledge and proactive behaviour to combat cyber threats. It also emphasizes the critical role of policymakers, educational institutions, and organizations in enhancing cybersecurity awareness and practices. Future initiatives should focus on reinforcing digital literacy, security measures, and policy enforcement to create a safer digital environment.
The study on "Digital Arrest: A Dark Side – Examining Awareness Towards Cybercrimes" provides valuable insights into public understanding and preventive measures against cyber threats. However, as technology continues to evolve, the scope for future research and initiatives remains vast.
1. Enhanced Cybersecurity Education-Future studies can focus on developing structured cybersecurity awareness programs in schools, universities, and workplaces. The effectiveness of digital literacy campaigns and training programs can be evaluated to ensure a more cyber-aware society.
2. Integration of AI and Cybersecurity-Exploring the role of artificial intelligence and machine learning in detecting and preventing cybercrimes. Development of automated threat detection systems that enhance real-time cybersecurity monitoring.
3. Impact of Emerging Technologies-Investigating the influence of blockchain, quantum computing, and the Internet of Things (IoT) on cybersecurity risks and solutions. Understanding how deepfake technology and AI-driven cybercrimes can impact digital security.
4. Policy and Legal Framework Development-Future research can contribute to strengthening legal frameworks to combat cybercrimes at national and international levels. Comparative studies on global cybersecurity policies can help formulate stronger laws and regulations.
5. Psychological and Behavioural Analysis-Examining user behaviour towards cyber threats and the psychological aspects of cybercriminal activities. Understanding why individuals ignore cybersecurity measures despite awareness.
6. Cybercrime Prevention Strategies-Developing more efficient cybersecurity infrastructure for individuals, businesses, and governments. Studying the effectiveness of multi-factor authentication, biometric security, and blockchain-based identity verification.



7. Dark Web and Cybercrime Investigations-Future research can explore methods to monitor and counter cybercrimes originating from the dark web. Investigating how digital forensic techniques can aid law enforcement agencies in cybercrime investigations.
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