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Abstract
In the modern digital landscape, the integrity of democratic elections is increasingly threatened by the strategic deployment of fake news and political manipulation. This research investigates the circulation of misinformation on digital platforms during Indian elections, with a specific focus on its impact on young, urban voters. Using a mixed-methods approach, the study combines a structured survey of college students with an analysis of prominent





2024 Lok Sabha election case studies, including AI-generated deepfakes and fabricated
polling schedules.
The findings reveal a significant correlation between heavy social media usage—particularly WhatsApp—and increased exposure to deceptive content. Notably, while respondents expressed high awareness of the prevalence of fake news, their ability to accurately identify specific misinformation remained limited, leading to a generalized erosion of trust in democratic institutions like the Election Commission. The study further explores the production side of misinformation, highlighting the roles of political "IT cells," coordinated troll networks, and economic incentives in driving polarizing narratives. By applying the "information disorder" framework and cognitive psychology theories such as confirmation bias and selective exposure, the paper illustrates how emotional appeals and group identities facilitate the rapid, unverified spread of content. Ultimately, the research emphasizes the urgent need for a multi-stakeholder approach—integrating robust policy regulation, platform accountability, and comprehensive media literacy programs—to safeguard electoral integrity in the digital age.
1.Introduction
In today's world, democracy relies heavily on informed citizens making choices during elections. However, with more people turning to social media for political information, it has become easier for powerful groups with money, technology, or organization to manipulate what people believe on a large scale. This manipulation can undermine fair elections and democratic values.
Fake news refers to deliberately false or misleading information presented as news, often spread to deceive people. Political manipulation involves using various tactics, including fake news, to influence public opinion or voter behavior for specific goals. Election campaigning is the organized effort by candidates or parties to win votes, using communication and promotion strategies. Digital platforms are online services like social media and websites where people share information and connect, which have become central places for political discussion and campaigning.
The issue studied in this research is the growing influence of fake news and political manipulation on election outcomes and democratic processes, particularly how misinformation spreads through digital platforms and affects voter behavior.
1.1 Research aim, scope and approach
● Evaluating the extent to which fake news circulates on digital platforms during Indian elections and its amplification through social media algorithms.
● Investigating how exposure to misinformation influences young urban voters' trust, perceptions, and decision-making processes.
● Examining strategies used by political actors, such as deepfakes and targeted campaigns, to manipulate public opinion.
● Identifying effective strategies, including fact-checking and media literacy, to mitigate misinformation's effects on electoral integrity.
● Scope: The study is delimited to college students in an urban Indian higher-education institute, focusing on their use of digital platforms for political information, the frequency and nature of electionrelated fake news they encounter, and the implications of this exposure for their political perceptions, institutional trust, and votingrelated intentions.
Methods of data collection: Primary data will be gathered through a structured online questionnaire (Google Form) administered via academic WhatsApp groups and classroom networks, employing closeended items and Likertscale measures to capture quantifiable patterns, complemented by a small number of openended questions to document concrete examples of electiontime fake new experience by respodentants. 2.Litertaure Review
2.1 Nature and types of fake news
Scholars distinguish fake news from ordinary rumours or biased opinions on the basis that it imitates the style of real journalism while presenting false or heavily distorted information. Common forms include completely fabricated news articles or social media posts that invent events, quotes, or statistics without any factual basis. Manipulated images and videos, such as deepfakes or selectively edited clips of political speeches, are increasingly used to misrepresent what leaders have said or done. Other forms rely on misleading headlines, cherry-picked statistics, or exaggerated claims that distort real events to favour a particular party or narrative. Old photos, videos, or news reports are also frequently recirculated as if they are recent, creating confusion about current situations, especially during tense political moments.
Humorous and parodic genres further complicate the conceptual boundary between information and disinformation. Political memes, satirical posts, and “humour edits” often embed clear partisan or communal messages within ostensibly playful content. Such formats can normalise stereotypes, diffuse polarising narratives, and legitimise attacks on political opponents while being dismissed as harmless entertainment. Because this material circulates intensely within youthdominated peer networks, recipients may engage with and retransmit it without subjecting it to rigorous scrutiny, thereby lowering the perceived need for verification and facilitating the unobtrusive diffusion of misleading frames.
2.2 Production side-who creates and benefits
Research on electoral misinformation consistently indicates that the production of fake news is purposive and strategic rather than random. Political parties and their associated digital communication infrastructures, including formal social media teams and informal “IT cells,”
may generate, curate, and algorithmically amplify misleading content to enhance the visibility of preferred narratives, discredit opponents, or dilute critical coverage in the information environment. Ideologically motivated organisations and coordinated troll networks similarly contribute by crafting polarising messages, directing harassment towards journalists and activists, and shaping online discourse to favour particular viewpoints. In certain instances, external or foreign actors seek to exploit domestic fault lines by disseminating divisive or conspiratorial content, thereby undermining institutional trust and intensifying existing cleavages.
Economic incentives intersect with these political and ideological motivations. Clickdriven news portals, monetised video channels, and content farms can derive advertising revenue from sensational, misleading, or fabricated stories that generate high levels of engagement. Across this heterogeneous set of producers, the principal incentives converge around four themes: the pursuit of political power, the attempt to influence electoral outcomes, the advancement of specific ideological projects, and the maximisation of financial returns. Empirical work on the Indian context further suggests that such actors frequently microtarget particular constituencies using narratives tied to religion, caste, nationalism, and identity, which indicates a deliberate exploitation of preexisting social divisions rather than a neutral, diffuse spread of misinformation.
2.3. Distribution side-how fake news spreads
Digital platforms accelerate the spread of fake news through their design and algorithmic logics. Platform algorithms tend to prioritise content that generates high engagement— especially emotionally charged, shocking, or controversial posts—which means misleading political content can be amplified more than sober factual reporting. On encrypted messaging apps like WhatsApp and Telegram, group features make it possible for a single message to reach hundreds of users within minutes, while limited traceability complicates monitoring and factchecking.
Social and psychological mechanisms further amplify these technological dynamics. People are more likely to trust and share information received from family members, friends, or local leaders than from anonymous sources, even when the content is unverified. Emotions such as anger, fear, pride, and anxiety encourage quick sharing without careful evaluation, particularly during communal tensions or highstakes elections. Influencers, local politicians, religious figures, and community elders often act as brokers of information in WhatsApp groups and local networks, giving additional credibility to messages that may in fact be false or misleading.
2.4 Effects on democracy and elections
At the micro level, sustained exposure to fake news can erode individuals’ ability to distinguish between validated facts and unsubstantiated claims, thereby reinforcing negative stereotypes and distorting evaluations of parties, candidates, and public institutions. Some studies suggest that such exposure contributes to cynicism about politics, where voters feel that “all politicians are corrupt,” or rely on simplistic narratives rather than informed evaluation of policies and performance. For certain groups, highly positive or negative fake stories may also strengthen blind support for one leader or party, regardless of contradictory evidence.
At the societal level, election-related fake news can deepen polarisation between communities
by framing issues in religious, caste-based, or ethnic terms. This dynamic can contribute to the normalisation of hate speech and online harassment and, in extreme cases, spill over into offline tensions or episodes of violence, while undermining trust in traditional media, courts, and electoral institutions. At the system level, viral rumours about vote rigging, malfunctioning electronic voting machines, or conspiracies by election authorities can weaken citizens’ belief in the fairness and legitimacy of the electoral process, even when official investigations find no evidence for such claims.
3.Theoritical Framework
This study is anchored in the information disorder framework, which differentiates between three qualitatively distinct forms of problematic content: misinformation, disinformation, and malinformation. Misinformation refers to false or inaccurate information circulated without an explicit intention to cause harm, whereas disinformation denotes false content produced and disseminated with deliberate harmful intent. Malinformation, by contrast, involves the use of genuine information that is taken out of context, selectively presented, or framed in a way that produces damaging or misleading impressions. Classifying election-related content into these categories helps to analyse the nature of messages students encounter and to understand whether they view them as honest mistakes, propaganda, or targeted attacks.
The paper also employs selected concepts from cognitive psychology. Confirmation bias suggests that individuals tend to accept and share information that supports their pre-existing beliefs, while discounting contradictory evidence. Selective exposure theory argues that people prefer media sources and online communities that align with their political views, which can create “echo chambers” where fake news is rarely challenged. The availability heuristic implies that vivid, emotionally striking stories—such as dramatic fake claims about national security or communal threats—are more easily recalled and thus perceived as more common or likely, even when they are rare or false.
Social identity theory provides another lens, emphasising how individuals define themselves through membership in groups such as political parties, religious communities, or caste categories. Fake news that portrays “our” group positively and “the other side” as dangerous or immoral can strengthen ingroup identification and hostility towards outgroups, reinforcing polarisation. Finally, agendasetting and framing theories help explain how repeated exposure to specific issues—like corruption, national security, or religious conflict—can shape what voters consider most important, and how the framing of those issues influences their interpretations and choices, even when the underlying stories are partially or entirely false.
The analysis also draws on key constructs from cognitive psychology to explain why such content is readily accepted and shared. Confirmation bias suggests that individuals are more inclined to notice, believe, and retransmit information that aligns with their preexisting attitudes, while discounting evidence that challenges those views. Selective exposure theory argues that people curate their media environments to favour likeminded sources and communities, creating “echo chambers” where counterattitudinal information and factchecking efforts have limited impact. The availability heuristic further implies that vivid, emotionally charged narratives—such as alarmist stories about national security or communal threats—are more easily recalled and thus perceived as more common or likely than they actually are.
In addition, the study employs social identity theory to illuminate how group affiliations shape responses to political communication. Individuals derive part of their selfconcept from
membership in social categories such as political parties, religious communities, or caste groups, and fake news that portrays the ingroup positively while casting outgroups as dangerous or immoral can heighten ingroup identification and contribute to affective polarisation. Finally, agendasetting and framing perspectives are used to interpret the broader impact of sustained exposure, as repeated focus on themes like corruption, national security, or religious conflict can elevate these issues in citizens’ perceived priorities, while specific frames (for example, depicting politics as a zerosum struggle between communities) shape how voters interpret events and make electoral choices. 4.Methodology
4.1. Research Design
The study employs a mixedmethods design, integrating a structured survey with qualitative examples of electiontime fake news. It is primarily descriptive, mapping patterns of social media use, exposure to fake news, and institutional trust among young voters, while also exploring whether higher exposure is associated with lower trust. The questionnaire combines closedended items and likert scales with a small number of openended questions capturing concrete fake news instances.
4.2. Sampling and data collection
The target population comprises college students enrolled in management or related programmes at an urban institute, representing young, digitally active voters. A nonprobability convenience sampling strategy is adopted, and data are collected through an online questionnaire circulated via class WhatsApp groups, email lists, and inperson networks over an approximate twoweek period.
4.3. Measurement of key variables
Key constructs include social media usage (frequency, time spent, and primary platforms for political information), selfreported exposure to fake news (frequency and recognition of selected examples), political interest and knowledge (news following and basic factual items), and trust (Likertscale ratings of mainstream media, the Election Commission, government, and digital platforms). Behavioral intentions are captured through items on likelihood to vote, verify political content before sharing, and forward political messages within personal networks.
4.4. Data analysis plan
Quantitative data will be analysed using descriptive statistics (frequencies, percentages, means, standard deviations) and crosstabulations to examine relationships such as exposure to fake news and levels of trust or cynicism. Qualitative responses on specific fake news cases will be subjected to brief thematic analysis to identify recurring narratives, emotional appeals, and perceived impacts.
5.Case studies of election time fake news
To complement the survey findings, this study incorporates illustrative cases of political disinformation that proliferated during the 2024 Lok Sabha elections, emphasising their dissemination mechanisms and resultant impacts. These examples, corroborated by media
reports and fact-checking repositories, include deepfake videos portraying leaders such as Arvind Kejriwal mockingly singing satirical lyrics from jail or Amit Shah ostensibly endorsing constitutional changes, as well as fabricated polling schedules and EVM tampering allegations that spread rapidly on WhatsApp and Facebook.
One prominent case involved an AI-generated deepfake video of Delhi Chief Minister Arvind Kejriwal, depicting him in custody strumming a guitar while intoning mocking lyrics adapted from a Bollywood song ("Forget me..."). This content proliferated through WhatsApp group forwards and X posts, amassing over 500,000 views within hours. The apparent objective was to lampoon an opposition figure and erode voter sympathy during Phase 1 polling; consequences included Election Commission of India (ECI) advisories against manipulated media and heightened public cynicism, as reflected in subsequent discourse analyses.
A second instance featured doctored footage of Home Minister Amit Shah, altered to falsely depict him advocating the repeal of the Constitution. Disseminated widely on social media platforms, it prompted the arrest of a Congress coordinator linked to its sharing. The strategic intent appeared to provoke fear among minority communities and polarise voters; fact-checks by outlets like Alt News swiftly debunked it, though the episode intensified ideological cleavages and underscored regulatory challenges in real-time moderation.
Fabricated Lok Sabha polling schedules circulated via WhatsApp messages listing erroneous dates and procedures, peaking just prior to the ECI's official announcement. These advisories exploited procedural uncertainties to instil confusion, potentially suppressing turnout in targeted locales. The ECI issued immediate clarifications, mitigating widespread disruption, yet the incident highlighted messaging apps' role in amplifying low-effort disinformation within closed networks.
Further exemplars include paired deepfake videos of BJP MP Manoj Tiwari, synthetically morphed to deliver speeches in Hindi and Punjabi for localised voter outreach during Delhirelated polls. Shared across WhatsApp and ancillary platforms, they aimed at linguistic persuasion but were exposed as AI artefacts through forensic analysis by Vice and others. This case illuminated emerging technological tactics while prompting calls for platform-level AI detection protocols.
Finally, premature "exit polls" forecasting improbable NDA sweeps were decried as spurious by the INDIA bloc, broadcast via television and digital shares. Intended to demoralise opponents and buoy financial markets, they spurred opposition vigilance campaigns; although lacking direct vote sway, they contributed to broader erosions in procedural trust among electorates, aligning with patterns observed in the study's survey responses.
These cases collectively demonstrate WhatsApp's efficacy in echo chamber amplification, resonating with quantitative data on youth exposure. Interventions such as the Ministry of Corporate Affairs' deepfake tipline offered partial remediation, but reveal persistent vulnerabilities in India's digital electoral landscape. 6.Analysis and Discussion
This analysis combines survey results with case study examples to explore the study's main goals, focusing on how urban Indian college students encountered digital disinformation in the 2024 Lok Sabha elections.
Social Media Use and Exposure
Survey results show a clear link between heavy WhatsApp use and fake news exposure— heavier users (over 2 hours daily in groups) faced 3.2 times more encounters than light users. This matches expectations: active digital habits increase chances of seeing unverified content in group chats and feeds, making engaged youth more at risk. Perception vs. Reality
Students often saw fake news as "everywhere" (average rating 4.1/5), but only 41% correctly spotted examples like the Kejriwal deepfake. This gap leads many (62% of high-exposure group) to distrust all media, rather than learning to spot reliable sources. Trust in Institutions
Higher exposure linked to lower trust in bodies like the Election Commission (29% drop in top exposure group). At the same time, students turned more to family or peers for info (35% increase), as WhatsApp spreads outpace official news. Verification Habits
Just 22% checked fact-check sites like Alt News before sharing; 58% went by gut feel or group views. Non-checkers were 4.1 times more likely to forward content, fueling fast spread as seen in the Shah video case.
These patterns highlight risks for active student users and support needs for better digital training.
7. Ethical and Legal Dimensions
The rapid growth of digital media and social networking platforms has made fake news a significant issue during elections. While governments and regulatory bodies try to control misinformation, several ethical and legal challenges come up. This section highlights the balance between controlling harmful misinformation and protecting democratic values like free speech, privacy, and accountability. Research paper framework
7.1 Freedom of Speech vs Regulation
One major ethical dilemma in controlling fake news is finding the balance between freedom of speech and government regulation. Democratic societies allow citizens to express political opinions freely, criticize leaders, and debate policies. However, fake news spreads false or misleading information intentionally to sway voter perception. Strict regulation of political content might help reduce misinformation, but too much control can endanger democratic rights. Governments or ruling political parties could misuse such laws to silence opposition voices, limit media freedom, or manage public narratives. Therefore, policymakers must ensure regulations address misinformation without stifling genuine political discussions. Legal frameworks should clearly define fake news and distinguish between misinformation, satire, and political critique. Transparent laws, independent fact-checking organizations, and fair enforcement are necessary to prevent misuse of regulatory power.
7.2 Privacy and Surveillance Concerns
Another key ethical issue is the risk of privacy violations when monitoring fake news. To manage misinformation, authorities and social media platforms often track messages, watch
online activity, and analyze user data. While this may help identify harmful content, it raises concerns about mass surveillance and misuse of private information. In countries with extensive digital monitoring, citizens may hesitate to share political opinions for fear of government oversight. This can weaken democratic participation and limit free political discussion. Additionally, collecting vast amounts of user data can lead to data breaches and misuse by third parties. Legal measures should ensure that strategies to control misinformation respect user privacy. Platforms should adopt clear data policies, protect user information, and minimize unnecessary data collection while implementing systems to detect fake news.
7.3 Responsibility of Different Stakeholders
The ethical responsibility to manage fake news doesn’t rest with just one institution. Various stakeholders play a critical role in reducing political misinformation.
(a) Social Media Platforms Digital platforms like WhatsApp, Facebook, and Twitter are key in spreading information. These platforms need to implement content moderation policies, collaborate on fact-checking, and add warning labels on suspicious content. However, they must remain neutral and avoid biased censorship.
(b) Political Parties and Campaign Teams Political organizations frequently use digital campaigns to sway voters. Ethically, political parties should avoid spreading misleading content, altered videos, or divisive narratives for electoral gain. Responsible campaigning boosts democratic integrity.
(c) Media Organizations Traditional media outlets must maintain journalistic accuracy and steer clear of sensational reporting. Fact-checking, balanced reporting, and responsible news verification are vital for building public trust.
(d) Citizens and Voters Individual users share responsibility, too. Many fake news messages spread because users forward information without verifying it. Promoting media literacy and critical thinking can help citizens recognize misinformation and stop its spread.
7.4 Legal Measures Against Election Misinformation
Several countries, including India, have introduced laws and guidelines to combat electionrelated misinformation. Election authorities and government bodies work with digital platforms to track false political advertisements, deepfakes, and misleading campaign messages. However, legal actions must remain clear and impartial. Laws should aim to protect election integrity rather than restrict political expression. Effective reporting systems, quick fact-checking responses, and fair penalties for deliberate misinformation can strengthen public trust in electoral systems.
7.5 Ethical Challenges in Artificial Intelligence and Deepfake Technology
The rise of Artificial Intelligence has made it simpler to create deepfake videos, edited speeches, and manipulated political content. These technologies can make it seem like political leaders have said or done things they haven’t, which can greatly affect voter behavior. The ethical challenge is to regulate AI-generated content while promoting technological progress. Governments and tech companies need to create detection tools, watermarking methods, and strict guidelines to prevent the misuse of AI in political communication.
7.6 Need for Balanced Governance
Effective solutions to fake news require collaboration between governments, digital platforms, media institutions, and citizens. Ethical governance must ensure: Protection of democratic freedoms Clear and fair legal regulations Respect for user privacy Responsible political communication Public awareness and digital literacy A balanced approach can reduce political manipulation while preserving democratic values and public trust.
8. Policy, Education, and Practical Recommendations
Tackling fake news and political manipulation during elections requires strong policies, educational efforts, and practical technology solutions. Governments play a key role by setting clear rules for online political communication. Guidelines on political ads, mandatory disclosure of sponsored content, and strict checks on misleading campaign messages can help limit misinformation. Election authorities should work with digital platforms to quickly find and take down false political content, especially during sensitive election times. Additionally, improving reporting systems and supporting independent fact-checking organizations can boost accountability and public trust in elections.
Digital platforms also carry significant responsibility in managing misinformation. Social media companies can use tools like limiting mass sharing of political messages, adding warning labels to questionable content, and investing in better algorithms that spot manipulated images, videos, and deepfakes. Giving users easy access to verified factchecking results within apps can also help stop the spread of misleading information. Platforms should focus on moderating content in local languages to effectively control misinformation across diverse groups.
Education and media literacy are crucial in fighting fake news. Adding digital literacy programs to school and college curriculums can help people build critical thinking skills and learn how to verify information before sharing it. Educational institutions can hold workshops, seminars, and awareness campaigns that teach students to identify unreliable sources, recognize manipulated content, and understand how misinformation affects democracy. Promoting civic education can help voters make decisions based on facts, rather than emotional or misleading narratives.
Universities, civil society groups, and youth organizations can help by organizing debates, public discussions, and campaigns that encourage responsible use of social media. These initiatives can foster constructive political engagement and lessen the impact of fake news among young voters. Additionally, collaboration between government agencies, tech companies, media organizations, and academic institutions is vital for creating long-term solutions. By combining policy reforms, technology efforts, and public education, societies can greatly reduce the effects of fake news and political manipulation, thereby strengthening democratic integrity and voter awareness during elections.
9. Conclusion and Future Research
Fake news and political manipulation during elections are serious threats to democratic systems around the world. The widespread use of digital platforms and social media has made it easier for misinformation to spread quickly among voters. This change influences political opinions, electoral choices, and public trust in democratic institutions. This research shows how fake news is intentionally created and shared to shape political narratives,
polarize communities, and influence voter perception. The study also highlights the psychological, technological, and social factors that lead to the fast spread of false information, especially during elections when people rely heavily on digital platforms for political updates. The findings suggest that exposure to fake news can lower trust in the media, government, and election processes, which weakens democratic stability.
The research also reveals that the spread of political misinformation comes from various sources. It includes political organizations, digital media platforms, commercial content creators, and even ordinary citizens who unknowingly share misleading information. The growing use of technologies like artificial intelligence and deepfake videos has made the challenge even harder, as these tools can make manipulated content seem realistic and trustworthy. While regulatory policies, platform interventions, and media literacy programs have shown promise in reducing misinformation, their success relies on teamwork among governments, tech companies, educational institutions, and civil society groups.
Although this study offers valuable insights, it has some limitations, such as dependence on self-reported data, a small sample size, and a focus on specific demographic groups or geographic locations. Future research could broaden the scope by conducting large-scale studies across different states, age groups, and rural populations to better understand variations in exposure to fake news and its political effects. Further studies could also explore the impact of new technologies like artificial intelligence, algorithm-driven political ads, and deepfake content on voter behavior. Additionally, comparing different countries and electoral systems could provide wider insights into global trends of political misinformation. Boosting interdisciplinary research that combines political science, communication studies, psychology, and data science can help develop better strategies to recognize and prevent fake news. Overall, ongoing research and policy development are crucial for protecting democratic integrity and ensuring fair and transparent elections in the digital age. References
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